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Griping, Bitching and Speaking Your Mind:
Defamation and Free Expression on the
Internet
Diane Rowland*
I.

Introduction

The Internet has been referred to judicially as "the most
participatory marketplace of mass speech that.., the world... has yet
seen"; as a "far more speech-enhancing medium than print" and a
"never-ending world-wide conversation."' These quotations from Judge
2
Dalzell of the District Court of Eastern Pennsylvania in ACLU v. Reno
are now so familiar that they have lost their impact. Although this
judgment focused on the balance between freedom of information and
one particular type of speech, namely "indecent" speech, a major
emphasis was on the general democratising effect of the Internet as a
method of communication. The Internet was said to be capable of
"blurring the distinction between speakers and listeners" 3 and leading to
the erosion of barriers to discourse between those who might historically
have been disenfranchised or, in any event, had little opportunity to
participate in public debate. This ease of participation is enhanced by the
ability to speak anonymously in Internet communication. This is
particularly relevant given that anonymity has a long pedigree as a
method of protecting the voice of the oppressed, the minority and those
seeking help. As emphasised by the Council of Europe, the Internet can
provide "unprecedented opportunities for all to enjoy freedom of
expression."4
* Department of Law, University of Wales, Aberystwyth.
1. ACLU v. Reno, 929 F. Supp. 824, 881-83 (E.D. Pa. 1996).
2. Id.
3. Id. at 843.
4. Committee of Ministers, Council of Europe, Declaration of the Committee of
Ministers on Human Rights and the Rule of Law in the Information Society, CM (2005)
1(1), at http://www.coe.int [hereinafter Committee of
56 final, May 13, 2005,
Ministers].
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Although the Internet may provide the perfect forum for free speech
where all citizens can participate equally, unfettered by barriers of race,
class and religion, the participatory nature of the Internet and the ease of
anonymous communication may also foster anti-social, malicious and
immoral behavior. The impact of this aspect of Internet communication
is such that others may be deterred from entering the conversation. As
pointed out by Davis: "users may not care if they hurt other users
because they have little sense that others are 'real,' little expectation that
their bad behaviour has consequences for them and little expectation that
they will have to interact with the other person in the future. 5 Similarly,
Wilhem has concluded that such behavior has caused a decline in the
quality of on-line discussions and they can be likened to a "Cyber
wasteland.",6 If these aspects predominate then, instead of exhibiting
speech-enhancing characteristics, there is likely to be a chilling effect on
speech.
Since Judge Dalzell's comments on accessibility
and
democratisation in ACLU v. Reno, greater numbers of people have
recognized the ease of publication and the new opportunities for all types
of communication.7 In particular, it is now far easier to publish angry
responses when one is annoyed by the views of others or mistreated by
more powerful actors in a way which was not possible in previous eras.
Early Usenet newsgroups were the scene of so-called "flaming wars" in
which posters of unpopular or provocative views were subjected to a
rapid onslaught of vituperative replies couched in immoderate language. 8
Although still in existence, newsgroups have tended to be superseded by
web based forums such as chat rooms and bulletin boards. "Flaming"
has not died but has been joined by other activities such as "trolling," a
purely mischief-making activity in which the "troll" posing as a genuine
participant in a discussion, initiates an antagonistic environment for their

5.
SOCIAL

JP DAVIS, MICROSOFT RESEARCH, THE EXPERIENCE OF 'BAD' BEHAVIOUR IN ONLINE
SPACES:
A
SURVEY
OF
ONLINE
USERS,
2
(2002),
at

http://research.microsoft.com/scg/papers/Bad%20 BehaviorG/o20Survey.pdf.
6.

ANTHONY G. WILHEM, DEMOCRACY

IN THE DIGITAL AGE: CHALLENGES TO

POLITICAL LIFE IN CYBERSPACE 86-104 (Routledge 2000).
7.
WILLIAM H. DUTTON, THE INTERNET IN BRITAIN, THE OXFORD INTERNET SURVEY
(2005), available at www.oii.ox.ac.uk/research/oxis/OxIS_2005_Intemet-Survey.pdf.

Statistics published in the 2005 Oxford Internet Survey show the variety of
communication methods which British Internet users now habitually employ. In
particular ninety-two percent of users use the Internet for e-mail, sixty-six percent send
attachments by e-mail, fifty-six percent use instant messaging and twenty-six percent use
chat rooms. Id.
8. See generally Francis Auburn, Usenet News and the Law (1995) 1 Web JCLI,
http://webjcli.ncl.ac.uk/articlesl/auburnl.html (providing a discussion of Rindos v.
Hardwick, one of the earliest cases on flaming, and examples of language used in
newsgroups).
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amusement by asking apparently innocuous questions or making
apparently innocent comments. 9
A number of websites now exist purely to allow users to let off
steam. For example, there are websites aimed at large corporate actors
where users can make adverse or scathing comments for whatever
reason; being a bad employer, perceived exploitation of shareholders,
etc. These are often collectively referred to as "gripe sites" or "bitch
sites" and have become an acknowledged part of the Internet
environment. The site www.webgripesites.com, for instance, provides
information on how to set up a gripe site and provides links to a vast
range of such sites. These sites can perform positive functions by
providing information about employment practices, investment profiles,
financial status and other relevant matters, but they can also cause great
damage and financial loss to those on the receiving end of the more
immoderate postings. A description of these activities and a fairly mild
example can be found in Global Telemedia Internationalv. Does:
Unlike many traditional media, there are no controls on the postings.
Literally anyone who has access to the Internet has access to the chatrooms.... The vast majority of the users are.., effectively
anonymous. The messages range from relatively straightforward
commentary to the simply bizarre. For example, one exchange
includes "joemeat, you are one of the stupidest suckers that ever
posted here" to which "joemeat" responded "akita: that means so
much coming
from a degenerate who speaks regularly from his lower
10
orifice."'
The ability to complain and speak one's mind is clearly at the heart of the
right of free expression and, of itself, poses no extraordinary concerns.
However, it is important to distinguish the angry response or the
outraged rejoinder from the cool provocateur whose purpose is to create
trouble rather than to defend his or her reputation or rights. But
regardless of the motivation for intemperate postings, questions arise
when the argot of the Internet crosses over into the potentially
defamatory. This issue, coupled with the fact of making the information
available to a potentially world wide audience, has led to extensive
litigation." However, this litigation is not the focus of this paper, but
9. See, e.g., R. Potter, Flamers, Trolls and Bloggers-Are ISPs and Webhosts at
Risk from Online Anarchy? J. NEW S. WALES SOC'Y FOR COMPUTERS & L., Issue 57, Sept.
2004, www.nswscl.org.au/joumal/57/Potter.html.
10. Global Telemedia Intern'l. v. Does, 132 F. Supp. 2d 1261, 1264 (C.D. Cal.
2001); see also Varian v. Delfino, 6 Cal. Rptr. 3d 325 (Cal. Ct. App. 6 Dist., 2003).
11. See the CyberSLAPP cases discussed in D. Rowland, Privacy, Freedom of
Expression and CyberSLAPPs: Fostering Anonymity on the Internet?, 17 INT'L. REV.
LCT 303 (2003), and references cited therein.
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rather its purpose is to highlight some of the issues relating to the
standards that should be applied to allegedly defamatory speech on the
Internet. In addition, this paper inquires as to whether and, to what
extent, the debate should be influenced by the nature of the medium itself
and by evidence that individuals exhibit different behavior patterns in
Cyberspace to those that they demonstrate in the real world.
II.

The Nature of the Internet

While in some respects the Internet is merely one more mode of
communication, it is arguably quite distinguishable from the preceding
methods of exchanging ideas. Even those who espouse the notion that it
should not be accorded special treatment have a difficult time agreeing
on what type of communication medium it most resembles. For
example, can or should it be compared with a library; a postal service; a
telephone system; broadcasting; a publishing house; a newspaper; a
magazine; a scholarly journal; or even a conversation over the garden
fence? The answer is, of course, that the Internet shares characteristics
with all of these-and may do so both simultaneously and independently.
A successful comparison with existing methods of communication needs
to take into account the way in which the Internet is being used at the
time in question.12 This would not necessarily be significant were it not
for the fact that most jurisdictions do not regulate these activities in the
same way. In Kovacs v. Cooper, Justice Jackson remarked that "the
moving picture screen, the radio, the newspaper, the handbill, the sound
truck and the street corner orator have different natures, values, abuses
and dangers. Each... is a law unto itself."1 3 So frequently made
assertions such as "what is illegal off-line should be illegal on-line" and
vice-versa need to be read in relation to the type of communication
14
which is afforded by the Internet and other global computer networks.
12. See ACLU v. Reno, 929 F. Supp. 824, 873-77. (The High Court of Australia in
Dow Jones v. Gutnick suggested that the Internet was "not simply an extension of past
communications technology. It is a new means of creating continuous relationships in a
manner that could not previously have been contemplated." (2002) 210 C.L.R. 575
164).
13. Kovacs v. Cooper, 336 U.S. 77, 97 (1949) (Justice Jackson, concurring). See
also ACLU v. Reno, 929 F. Supp. 824, 873 (where in quoting Justice Jackson, District
Judge Dalzell pointed out that, "the Supreme Court has expressed this sentiment time and
time again since that date, and differential treatment of the mass media has become
established First Amendment doctrine.").
14. See e.g., Commission Communication to the European Parliament, Illegal and
Harmful Content on the Internet 1996, http://europa.eu.int/ISPO/legal/en/intemet/
communic.html; see also THE DEPT. OF JUSTICE, 'THE ELECTRONIC FRONTIER: THE
CHALLENGE OF UNLAWFUL CONDUCT INVOLVING THE USE OF THE INTERNET' REPORT OF THE
PRESIDENT'S WORKING GROUP ON UNLAWFUL CONDUCT ON THE INTERNET, (2000),
http://www.usdoj.gov/criminal/cybercrime/unlawful.htm, and COUNCIL OF EUROPE,
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A further matter that on its face has no legal significance and yet
may affect how users view any legal and regulatory rules applied to the
Internet is the fact that, for the user, the activity "feels" the same
whichever metaphor or simile is adopted. Whether the communication is
a private message or intended for a wider audience, the actions of the
initiator are the same. This can have a tendency to blur the categories in
the perception of the user and create a consequent confusion of the
critical distinction between one-to-one and one-to-many communication.
In addition, even where publication is targeted at a general readership,
the "never-ending conversation" taking place on the Internet has the
capacity to reach far more recipients than traditional media. Indeed the
number of potential recipients can be orders of magnitude greater than
the readers of a poster on the wall, traditional text-based newspapers and
books or the listeners to a public address. The question then arises as to
whether this quantitative difference is of sufficient magnitude that it
operates as a qualitative difference, and thus justifies a different
regulatory approach to that adopted for the corresponding traditional
method of communication. A further distinction is that the existence of
subject specific newsgroups and bulletin boards provide a tailor-made
audience for certain types of postings and it is possible, therefore, for the
originator to target a particular audience where a potentially defamatory
statement may do the most damage. On the other hand, if the casual
browser reads the statement it may not have such an injurious effect. In
contrast, traditional media such as newspapers tend to have a more
general readership and are usually subject to more pre-publication
scrutiny. Although there are specialist hard copy publications that could
be viewed as analogous to Internet newsgroups, etc., these often have
rather low circulation figures.
III.

The Nature of Defamatory Words

Although the law on defamation varies between jurisdictions and
the balance between freedom of expression and the protection of
reputation will vary depending on the prevailing legal and social
culture, 5 there are nevertheless some common characteristics. 16 In
DECLARATION ON FREEDOM OF COMMUNICATION ON THE INTERNET, MAY

2003

PRINCIPLE

I [hereinafter Declaration on Freedom] ("Member states should not subject content on

the Internet to restrictions which go further than those applied to other means of content
delivery.").
15. See, e.g., G. ROBERTSON AND A. NiCo, MEDIA LAW (4th ed., Sweet and Maxwell
2002). The most common comparison is between the U.S. with its fervent commitment
to freedom of expression and the UK, which has been referred to as the "libel capital of
the world." See id. at 71.
16. P. CARTER-RUCK AND H. STARTE,, CARTER-RUCK ON LIBEL AND SLANDER, (5th
ed., Butterworths 1997) (providing an account of the law of defamation in over 50
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essence, the law on defamation has evolved to provide a remedy for
those whose reputation, honour, dignity or self-esteem has been tarnished
by the published statements of third parties. In order to ascertain
whether in fact a complainant has been defamed, the meaning of the
words and how a reader might understand them is a crucial aspect of any
proposed action. The Faulks Committee pointed this out in the United
Kingdom in 1975 when it reported that "[tihe meaning of the words at
issue is probably the most important single factor in a defamation case,
since it is of cardinal significance at a great many stages."' 7 Whilst
undeniably the case, a reliable test to determine the meaning of words for
these purposes has remained elusive.
Neil LJ in Berkoff v. Burchill, having pointed out that he was
unaware of "any entirely satisfactory definition of the word
defamatory, ' ' 8 went on to review a number of attempts at defining it. He
began with the classic approach stemming from "a publication without
justification of lawful excuse which is calculated to injure the reputation
of another by exposing him to hatred, ridicule or contempt"' 9 and moved
through modifications designed to take into account that reputations can
suffer damage, certainly in the business world, without any question of
hatred, contempt or ridicule arising. In conducting this review he also
noted discussion that had suggested it was necessary to consider factors
such as the class of persons who reacted to the publication and the
occupation of the defamed person. 20 He completed his review by
quoting a number of definitions from various sources:
(6) The Faulks Committee in their report recommended that for the
purpose of civil cases the following definition of defamation should
be adopted:
Defamation shall consist of the publication to a third party of
matter which in all the circumstances would be likely to affect a
person adversely in the estimation of reasonable people
generally.
(7) In the Restatement, Torts (2nd), paragraph 559 the following
different countries in chapters 27-31). See, e.g.,

COUNCIL OF EUROPE, COUNCIL OF
EUROPE LEGAL PROVISIONS ON DEFAMATION, LIBEL AND INSULT (2003), available at

www.coe.int/T/E/HumanRights/media/4 DocumentaryResources/ChronologicalList e
n.asp [hereinafter Council of Europe] (providing a comparison of the provisions on
defamation in the member states of the Council of Europe).
17. Report of the Committee on Defamation, 1975, Cmnd. 5909
92, London:
HMSO.
18. [1997] EMLR 139,143.
19. Parmiter v. Coupland, (1840) 6 M. & W. 105, 108.
20. Berkoffv. Burchill, [1997] E.M.L.R. 139, 144.
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definition is given:
A communication is defamatory if it tends so to harm the
reputation of another as to lower him in the estimation of the
community or to deter third persons from associating or dealing
with him.
(8) In some of the Australian states a definition of "defamatory
matter" is contained in the Code. In the Queensland Code, s. 366, the
following definition is given:
Any imputation concerning any person, or any member of his
family, whether living or dead, by which the reputation of that
person is likely to be injured, or by which he is likely to be
injured in his profession or trade, or by which other persons are
likely to be induced to shun or avoid or ridicule or despise
him.
In a dissenting opinion, however, Millett LJ warned against trusting in
verbal formulae on the grounds that "[d]efamation has never been
satisfactorily defined. All attempted definitions are illustrative. None of
them is exhaustive. All can be misleading if they cause one to forget that
defamation is an attack on reputation, that is on a man's standing in the
world."2 2 The warning should be heeded but it is still inescapable that
the words themselves do remain crucial, as does the existence of a
reputation to protect, for as Neill LJ further indicated, "insults which do
not diminish a man's standing among other people do not found an
23
action for libel or slander.,
Focusing on the words at issue, what actually constitutes an "insult"
in the legal sense? It is clear that this is not immutable and has changed
throughout history such that yesterday's insult may be this year's
endearment. It could be considered trite to point out the dependence of
meaning on context, but this obvious fact masks a number of nuances.
These include the danger of taking single statements in isolation against
the fact that such a statement could have the capability to poison a much
larger expanse of positive prose.24 An additional factor is the possibility
that the type of publication itself may exert some effect. Do we accord
the same amount of weight to the same information published in
different publications or even in different parts of the same publication?

21.
22.
23.

Id.
Id. at 152.
Id. at 146.

24.

See generally J. O'KEEFE, In Defence Of Luvvies-Ridicule And Context In Libel

Law-Time ForRethink 10 ENT. L. REv. 167 (1999).
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Would the same imputation be placed on a statement reported in the
news as on one in an apparently flippant feature article in the same
newspaper?
As stated by Millett U in Berkoffv. Burchill: "Many a true word is
spoken in jest. Many a false one too. But chaff and banter are not
defamatory and even serious imputations are not actionable if no one
would take them to be meant seriously., 25 This throws the matter firmly
back to the effect on the recipient. For a traditional publication it might
be possible to delineate the class of expected readers and ascertain
whether or not they would take specific assertions seriously. This is a
much more difficult process for a publication on the Internet where
imputations can be picked up by others and then disseminated to a wider,
perhaps less discerning, audience than the one originally intended. Thus,
while the context in which the words are uttered or written is significant,
so is the related factor of the effect the words have on the average reader.
This is not merely a question of the meaning conveyed to the "ordinary
man or woman" but what are the characteristics of the ordinary
individual in question and should the characteristics of that individual be
equated with those of the ordinary internet user?
As Lord Reid said in Lewis v. Daily Telegraph Ltd:
Ordinary men and women have different temperaments and outlooks.
Some are unusually suspicious and some unusually naYve. One must
try to envisage people between these two extremes and see what is
the most26damaging meaning that they would put on the words in
question.

There seems, however, to be some division about the width of the
class of ordinary reasonable recipients of information. In early cases it
appeared to be given quite a wide construction. For instance, in Leetham
v. Rank, Farwell, U said that it was "not enough that words rendered the
Plaintiff obnoxious to a particular class: it should be proved that the
words are such as would produce a bad impression in the minds of
average reasonable men. 2 7 Over time, however, the context of the
publication and the nature of those to whom it has been published have
become more important and the focus has been on the class of persons
who are likely to read the defamatory statement in question. As summed
up by the Faulks Committee:
[W]here the words are published in a national newspaper or are
broadcast, the judge or juryman applying the criterion of the
25.
26.
27.

Berkoffv. Burchill, [1997] E.M.L.R. 139, 152.
Lewis v. Daily Telegraph Ltd., [1964] A.C. 234, 259.
Leethamv. Rank, (1912) 57S.J. 111, 112.
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'ordinary man' is expected to place himself in the shoes of the
ordinary newspaper reader or viewer or listener; if on the other hand
the words are published in a business letter, or in a specialist journal,
the adjudicator must seek to represent the business
reader in the first
28
case and the specialist reader in the second.

IV.

Defamatory Speech on the Internet

It is patently clear that communication on the Internet is entirely
text based and yet has the immediacy of speech. This is especially the
case in real time communication such as chat rooms and instant
messaging. In traditional text based communication the writers are
probably more conscious of the permanence and immutability of what
they are writing. For example, in the case of letter writing, this is
evidenced by the number of collections of letters of the great and not so
great, which are now preserved for posterity. This awareness frequently
can lead to drafting and redrafting in order to ensure that the message
conveyed is accurate. In contrast, in face-to-face speech such as heat of
the moment exchanges, communication can be intemperate or unrefined.
Participants may also communicate views which they did not mean or
which they later regret.29 On the other hand, apparently immoderate
words can be ameliorated by the physical context in which they are
uttered and, in particular, by the facial expression or other body language
of the participants. Internet communication most closely resembles
speech in its immediacy and lack of revision but without the benefits of
physical clues as to implied meaning. It is also far more permanent and
therefore potentially more damaging. Which of these characteristics is
the most significant for this discussion-immediacy or permanence? It
can also consist of a juxtaposition of the formal and the informal, in the
words of Joinson, "the language of the boardroom and the battlefield are
used interchangeably.,, 30 A related issue of context is that repeating
words out of context can be defamatory even though the original use was
not-thus statements on a gripe site might not be seen as defamatory by
the users of that site but might be viewed differently if repeated to the

28. See Report of the Committee on Defamation, supra note 18, at 96.
29. In a number of areas, the law takes into account attributes of "heat of the
moment" actions. In many jurisdictions, actions taken in the heat of the moment as a
result of provocation or reasonable self-defense are acceptable as a defense against a
murder charge. But this is confined to physical actions or matters of life and death. In
UK employment law, for instance, a dismissal or a resignation made in the "heat of the
moment" need not be treated as intended to terminate the employment relationship.
30. A. Joinson, Causes and Implications of DisinhibitedBehaviour on the Internet in
PSYCHOLOGY AND THE INTERNET: INTRAPERSONAL, INTERPERSONAL AND TRANSPERSONAL

IMPLICATIONS 43, 45 (J. Gackenbach ed., Academic Press 1998).
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wider Internet community.
As a partial antidote to the lack of physical cues that can imbue
mere words with particular meanings in face-to-face communication,
some Internet users use "emoticons" in an attempt to demonstrate a range
of facial expressions or inner feelings or to indicate whether or not a
message is to be taken seriously. Although a vast range is possible,
common "emoticons" include © and © or the keyboard equivalents of :-)
and :-(.31 In all cases of alleged defamation, it is necessary to consider
the effect of the words at issue; to what extent could the use of emoticons
provide a sufficient indication of context to be used as a successful
defense?
In light of the general standards of defamation applied by the law,
the most important factors are the nature of the language used and the
damage this might inflict on the subject, together with its effect on the
relevant class of people who will read the alleged defamatory statement.
While the language of the Internet can certainly be "unfiltered,
unpolished and unconventional" as described by Judge Dalzell, 32 at what
point does this move over the line into insult and defamation? As in
traditional media, context remains extremely important. In some
newsgroups and gripe sites, the interchanges are intemperate and
graphically expressed. If this type of language is the common currency
of a particular forum, what effect will this have on the target of the
remarks and on the perception of the target by other users? Is there a
hierarchy of language ranging from the mild to the severe insult, and if
so, is the scale calibrated against a different standard than that used for
traditional publication? Is it reasonable to expect the law to provide a
remedy with respect to a remark made, which is in line with the habitual
discourse in that forum and where the complainant participated with full
knowledge of the nature of the discourse?
Determination of the class suggests that there has been an appraisal
of the group or community interests at issue. 33 Sadly, the case law on
defamation in more traditional media does not seem particularly helpful
in defining the relevant class in relation to publication on the Internet in
general, or for defamatory statements, disseminated via gripe sites in
particular. However, despite the global nature of the medium, it would
clearly be erroneous to suppose that in the majority of cases, reputations
were also global. Thus, the CA in Dow Jones v. Jameel, 34 found that no
defamation was established when only five individuals had apparently
31.
32.

See, e.g., www.computeruser.com/resources/dictionary/emoticons.html.
929 F. Supp. 824, 882 (1996).
33. See also T. Gibbons, Defamation Reconsidered 16 OXFORD J. LEGAL STUD. 587,
589 (1996).
34. [2005] 2 W.L.R. 1614.
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accessed the relevant article on the Internet.35 More specifically, three of
those individuals were connected with the claimant and neither of the
other two knew of the claimant or his reputation, although there was no
specific discussion of the significance of this in the wider context of
Internet publication.36
There are a number of potential delimitations on the scope of
societal boundaries in cyberspace. These may be geographical, or
perhaps linguistic; a person's reputation may only subsist in a particular
physical location. Since Usenet newsgroups require a user to register,
this may provide a suitable way of delineating the relevant society
amongst which the individual's reputation may be injured. Thus, even
though material published on the Internet may in principle be accessible
globally, there may be no damage stemming from the alleged defamation
if there is no reputation to be protected within a particular readership.
Even within the apparently anarchic, amorphous and disorganised world
of cyberspace, individuals will consciously or unconsciously impose
their own limits on use. These limits may serve to delineate the areas in
which their reputations are likely to subsist. A range of geographical
jurisdictions may be encompassed but this need not, necessarily, imply
that all potential users in those jurisdictions are included. Regular
contributors to particular bulletin boards or newsgroups may enjoy a
certain reputation among other users in those groups but not within the
jurisdiction at large or on the Internet at large. This provides individuals
who post comments to specialized newsgroups, bulletin boards and gripe
sites with a forum where they can do maximum damage by targeting
their information at a specific audience who is well-informed about the
particular claimant. Furthermore, they can, if they wish, accomplish this
behind the shield of anonymity.
On the other hand, there is no restriction on access to most webbased gripe sites and as a result, all Internet users can access these sites.
Thus, there is the potential to reach a far more heterogeneous group of
individuals than the readers of specific newsgroups. What is the effect
on the average Internet user who encounters a gripe site via a search for
information on a particular company? How will they interpret the
occasional immoderate exchanges? Will they be aware of the nature of
these sites? If so, how will they treat the information? What effect will
it have on their opinions of the company or person who is the subject of
the alleged defamatory statements? Will it make any difference if the
poster of the allegedly defamatory statement is anonymous or
identifiable?
35.

Id.

36.

Id.
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The Nature of Internet Use and Internet Users

The litigation against gripe site participants has often been initiated
by large corporate actors and their objective in filing suit frequently
involves the unmasking of anonymous posters. Anonymity is a
recognized device for protection of a number of fundamental rights. This
has been acknowledged in a number of jurisdictions and by various
international organizations.37
Although anonymity is commonly supposed to facilitate unlawful
and anti-social behavior, there has been little discussion about whether or
not being anonymous, or at least unidentifiable and untraceable, actually
changes how people behave. If anonymity does play such a role, to what
extent can or should it be taken into account in how the law approaches
the resultant behavior? Although there has been little discussion of these
aspects of anonymity in the legal literature, sociologists and social
psychologists have conducted extensive studies on the subject. In
particular, much of this research examines the tension between
empowerment, which' is speech enhancing and results from ease of
access and low barriers to participation, and alienation, which stems from
the use of computer mediated communication (CMC). 38 As these studies

are attempting to assess the extent to which behavior differs in this
medium of communication from that in traditional media, they are
potentially very important for both the development of the law of
37. See e.g., the jurisprudence of the U.S. Supreme Court most recently in
Watchtower Bible v. Stratton, 536 U.S. 150 (2002), and cases cited therein. In relation
specifically to the Internet see the CyberSLAPP cases discussed in the article by D.
Rowland, supra note 12.
In other contexts anonymity is recognized more as a method of protecting privacy.
The recitals to the OECD Ministerial Declaration on the protection of privacy on global
networks Ottawa October 1998 spoke of the need to educate users and consumers about
on-line privacy issues and to "assist them to maintain their anonymity."
(DSTI/ICCP/REG(98) 10/FINAL
available
at
www.oecd.org/dataoecd/39/13/
1840065.pdf).
The Council of Europe has evinced an ongoing commitment to the need for
anonymity in certain circumstances in relation to both privacy and freedom of expression.
See Recommendation No. R(99)5 for the Protection of Privacy on the Internet (1999) and
Declaration of the Council of Ministers on Freedom of Communication on the Internet
(2003).
The use of anonymity is also espoused by the Article 29 Working Party on Data
Protection. See Privacy on the internet-An integrated EU approach to on-line data
prevention, WP 37 (2000) (5063/00/EN/FINAL) and Recommendation 3/97 Anonymity
on the Internet, WP 6 (XVD/5022/97/final).
38. This paper contains an updated discussion of this subject which the author first
considered in Anonymity, Privacy and Cyberspace 15' h Bileta Conference, Warwick, UK
(2000) available from www.bileta.ac.uk. For a further analysis of anonymity and
deindividuation in a legal context see Katherine S. Williams, On-line Anonymity,
Deindividuation and Freedom of Expression and Privacy, 110 PENN ST. L. REV. 687
(2006).
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defamation and the right to speak freely on the Internet.
To date, courts have applied the standards of defamation developed
for traditional media to the Internet, without considering whether it is
necessary or desirable to modify these standards in order to correspond
with the particular characteristics of CMC. One question is whether the
technology itself can be considered as "inviting" participants to engage
in anti-social behavior and if so why this happens. Is it the lack of fear of
retaliation, the inability to locate the source of the abusive behavior, or
some combination of these two factors or other factors? Is it that the
idiom of the Internet provides a much freer, more uninhibited mode of
communication, which users should accept as part of the social
environment of the Internet, and which has, for the most part, no
significant malevolent intention?
Over the last century there have been a number of social
psychological studies of what has been termed "deindividuation," or the
state of alienation, reduced inhibition and lack of self-awareness, which
occurs when a personal sense of identity is overwhelmed by that of the
group. Reicher, et. al.39 traced the origins of this work beginning with
the studies of LeBon 40 on the effect on individuals of submergence in a
crowd, through to the development of the modem concept of
"deindividuation."
The relationship between anonymity and
deindividuation was also explored by Zimbardo,4 1 who first observed
that anonymity lowered the point at which individuals were likely to
indulge in anti-social behavior. Deindividuated people appear to have
less internal control over their behavior and are also likely to be more
influenced by environmental and other stimuli. 42 They are likely to show
reduced inhibition, increased irritability, and an increased incidence of
compulsive and reckless behavior. While the initial studies focused on
the effects of anonymity and pseudonymity, which still remains a key
element, Reicher, et. al 43 have suggested that lowered identifiability may
be a sufficient trigger for deindividuation. However, disinhibited
behavior has also been recorded even where the subject is identifiable.44
39. S. Reicher, R.M. Levine and E. Gordijn, More on Deindividuation, Power
Relations Between Groups and the Expression of Social Identity, 37 BRIT. J. OF SOC.
PSYCHOL., 15-40 (1998).
40.

G. LEBON, THE CROWD: A STUDY OF THE POPULAR MIND (Viking, 1960) (1895).

41. P.G. Zimbardo, The Human Choice: Individuation, Reason and Order Versus
Deindividuation,Impulse and Chaos, cited in NEBRASKA SYMPOSIUM ON MOTIVATION,
Vol. 17 (W.J. Arnold & D. Devine eds., Univ. of Neb. Press 1969).
42. E. Diener, Deindividuation: Causes and Consequences, 5 SOcIAL BEHAVIOUR
AND PERSONALITY, 143-57 (1977).

43. S. Reicher and R.M. Levine, On the Consequence of Deindividuation
Manipulations for the Strategic Communication of Self: Identifiability and the
Presentationof Social Identity, 24 EUR. J. OF SOc.PSYCHOL., 511-24 (1994).
44. See Joinson, supra note 31.

PENN. STATE LAW REVIEW

[Vol. 110:3

Bearing this in mind, it might be expected that anonymity on
computer networks might produce some of the same effects on users.
However, studies specific to this medium have not always produced
consistent results. While there has been some apparently convincing
evidence of deindividuated behavior,45 and a corresponding increase in
the expression of extreme and controversial ideas, the use of anonymity
has broken down some of the effects of hierarchy between different
users.46 The result is that ".... messages are likely to display less social
awareness. The advantage is that social posturing and sycophancy
decline. The disadvantage is that so do politeness and concem for
others. 47 It is also possible that anonymity, rather than being the cause
of extreme reactions, merely exacerbates existing tendencies. Thus,
those with conservative tendencies will tend to appear more conservative
when communicating anonymously. As Siegel et. al. noted, computer
users:
[B]ehaved in ways less regulated by self or social norms because
cues reminding users of another social presence were absent. This
psychological state ...resembled a deindividuated condition similar
to that observed in social psychological studies of group behaviour.
In a deindividuated condition individuals.., exercise little
self4
regulation and can act in more aggressive and abrasive ways. 8
On the other hand, some studies have shown little effects from the
use of anonymity.4 9 Greenwood 5° specifically challenges the assumption
that computers create deindividuation within users. But even studies that
have produced apparently conflicting results suggest that the effects of
anonymity and anonymous communication will also depend on the
particular tasks undertaken or other specific circumstances at the time.
For example, Valacich et. aL5 1 concede that they might have found a
greater effect if the tasks required in their study had been highly
45. See e.g., W.H. Cooper, R.B. Gallupe, S. Pollard and J. Cadsby, Some Liberating
Effects of Anonymous Electronic Brainstorming, 29 SMALL GROUP RESEARCH 147-78

(1998).
46. L.

SPROULL.AND S. KIESLER, CONNECTIONS: NEW WAYS OF WORKING IN THE
NETWORKED QRGANiZATION (MIT Press 1991).

47. Id. at 39.
48. J. Siegel, V. Dubrovsky, S. Kiesler and T. McGuire, Group Processes in
Computer-mediated Communication, 37 ORGANIZATIONAL BEHAVIOUR AND HUMAN
DECISION PROCESSES, 157-87 (1986).
49. See e.g. J.S. Valacich, A.R. Dennis and J.F. Nunamaker Group Size and
Anonymity Effects on Computer-MediatedIdea Generation,23 SMALL GROUP RESEARCH
49-73 (1992).
50. K.E. Greenwood, Deindividuation v. Individuation on the Computer, XXV
International. Congress of Psychology, Brussels, July 1992 abstractedin 27 INT'L. J.OF
PSYCHOL. 305 (1992).

51.

See Valacich et. al., supra note 50, at 64.
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controversial and Cooper et. al.52 point out that "safe topics may not
elicit the kind of anxiety for which anonymity may be most telling."
Critics of some of these studies53 distinguish personal identity,
which might be submerged in such conditions, from social identity,
which might be accentuated. They attempt to reconcile the differences
between the studies by distinguishing the context in which the activities
take place and suggest that some of the studies underestimate the role of
social contextual factors. Despite disputes over explanations and theory,
these studies still suggest that in relation to computer networks,
individual (and group) behavior may be modified or even polarized by
the effects of anonymity or reduced identifiability. This fact is one that
should perhaps not be ignored when evaluating the role of anonymity
and balancing the positive and negative effects.
Is deindividuation theory useful in explaining the perceived
behavior on the Internet? As pointed out, this theory originates from
studies of crowd behavior. Ironically, activity on the Internet, which is
usually initiated by the lone operator, is arguably in direct contrast to
crowd behavior. Nevertheless, in both situations, an individual could
feasibly lose any sense of personal identity.54 For example, in a crowd
an individual may feel anonymous, while on the Internet, an individual
can actually be anonymous or at least pseudonymous. In addition, the
Internet may enable the individual to feel as if they have lost their
identity or they may have consciously decided to assume another. The
deindividuation theory postulates that once the sense of identity is lost,
individuals act in a disinhibited fashion and are likely to exhibit extremes
of behavior. This behavior may be in opposition to both socially
acceptable norms and also against their own norms of appropriate
behavior.
More recently, however, the development of the social identity
model of deindividuation effects (SIDE) has challenged the view that
anti-social behavior is a necessary result of anonymity or loss of identity.
SIDE has been applied to CMC by a number of scholars including
Joinson and also Lee and Spears, who were early critics of applying
deindividuation theory directly to CMC. In a recent paper, Spears et. al.
also suggested that there are positive and negative effects of CMC in

52.
53.

Cooper et. al., supra note 46, at 155.
Notably M. Lea and R. Spears,

Computer-Mediated Communication,

Deindividuation and Group-Decision Making, 34 INT'L J. OF MAN-MACHINE STUD. 283-

301 (1991) and R. Spears, M. Lea and S. Lee, Deindividuationand Group Polarizationin
Computer-MediatedCommunication, 29 BRIT. J. OF SOC. PSYCHOL. 121-34 (1990).

54. See also R. Spears, T. Postmes, M. Lea and A. Wolbert, When Are The Net
Effects Gross Products? The Power Of Influence And The Influence Of Power In
Computer-MediatedCommunication, 58 J.OF SOC. ISSUES 91-107 (2002).
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equal measure.5 5 They also warn against the polarization of utopian and
dystopian views, noting that, "....

in some contexts, the use of ICTs

stimulates antinormative behaviour, whereas in other contexts behaviour
is more normative and social influence stronger., 56 This article
challenges the assumptions that CMC is necessarily less social than faceto-face interaction and reaches conclusions that are quite different from
those of standard deindividuation theory. Having studied both individual
and group behavior the authors argue that,
self-definition and social behaviour in anonymous interaction not
only is as social as in face to face interaction, but insofar as it may
enhance the impact of group identities it may be more so... the
implication is that if ICTs create deindividuatin conditions, behavior
can be highly socially regulated in these media.
In other words, individual identity may be obscured, but allegiance to
membership of a particular group is probably not. We can therefore
postulate, perhaps, that the collective strength of the group (e.g.
newsgroup, users of a particular bulletin board, chat room or gripe site)
may augment extremes of behavior.
On the basis of empirical studies the article suggests that, "computer
communication is highly normatively regulated" and in accordance with
this, that, "'flaming' behaviour was also normatively regulated and could
often be seen as reflecting intimacy rather than antagonism within the
group. Such behaviour has typically been defined, often a priori, as
aggressive
and antinormative
and
interpreted
within
the
deindividuation/social cues framework., 58 If this is so then it could have
important consequences for the application of defamation law, especially
in closed groups such as newsgroups. On the other hand, if it does
reflect intimacy within the group, it may not be so perceived outside the
group such that lack of social clues may then become a very salient
factor.
In an empirical study conducted by Siegel et. al., 59 the authors
found the highest level of disinhibited communication in collective
situations (many-to-many) as opposed to one-to-one communication
such as e-mail and traditional face-to-face communication. Joinson
suggests that disinhibition is not exclusively to do with flaming but
should be read as any behavior that appears to show a reduction in

55.
56.
57.
58.
59.

Id.
Id. at 93.
Id. at 95.
Id. at 97.
See Siegel et. al., supra note 48.
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concern for others. 60 Disinhibition may also result in people confiding
more in others or revealing more information voluntarily than they
otherwise would. This phenomenon can be observed not only in
traditional situations such as the doctor-patient relationship, but also in
one-to-one relationships conducted in cyberspace. This appears to be the
case even on personal home pages, despite the fact that when questioned
users profess to be concerned about privacy on the Internet. In other
words, disinhibition does lead to wider changes in behavior than
If individuals do reveal more about
sometimes acknowledged.
themselves in CMC then this of itself may lead to easier ways to damage
reputation.
Following a review of some different theoretical approaches,
Joinson concludes that SIDE is good for explaining the phenomenon of
group polarization, but not so effective in explaining general
disinhibition. 6 1 This may not be surprising, considering it was developed
primarily to explain the former and its use in the latter was designed to
counter the argument that CMC was necessarily characterised by
antinormative behavior. It is possible that people rationalize different
behavior on the Internet as conforming to Internet norms. In addition, as
people are freed from the social norms of real life, it is possible that they
feel they are able to be "their true self," which may of course have
significant consequences for the use of potentially defamatory language.
The heightened self-disclosure in CMC means that relationships can
develop quicker and become deeper sooner. However, the acceleration
of the process may mean that they implode sooner too, which of itself
may generate flaming.
VI.

Conclusion

The advent of global computer networks and the ease and
accessibility of both receiving and imparting information which this
medium affords has both fostered the development of casual and
irreverent exchanges of views and also provided a fertile environment for
the growth of gripe sites and similar fora. The informality of language
employed results in interchanges that are not paralleled in traditional
media and there is a consequent absence of suitable benchmarks by
which to judge either the effect on the recipient or the resultant legality.
The Internet is a multi-faceted and multi-layered medium of
communication and these new modes of discourse take place alongside
other interactions that more closely parallel traditional mediums for the
Most jurisdictions do not regulate different
exchanging of ideas.
60.
61.

See Joinson, supra note 30, at 44.
See id. at 55.
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communication media in the same way but take into account their
different attributes. Even in relation to a predominantly private matter
such as defamation, the remedy provided in some jurisdictions will
depend on the medium via which the defamatory statement is
communicated and its propensity for reaching a larger or smaller
audience.6 2 Such rules are difficult to apply to the Internet, which can
simultaneously exhibit characteristics of more than one traditional
medium of communication and at the same time possesses qualities that
are unique to itself.
The Committee of Ministers of the Council of Europe recently
emphasized the fact that information and communication technologies
can have a "profound impact, both positive and negative" on "many
aspects of human rights. 6 3 Notwithstanding the possible negative
effects, the Committee of Ministers had previously observed that there
had been a tendency to "restrict and control access to the Internet in a
manner which is incompatible with international norms on freedom of
expression and information" and reiterated the mantra that "content
which is legal off-line should also be legal on-line. 6 4 This view has
since been amplified and stated more explicitly as "the exercise of
human rights should be subject to no restrictions other than those
provided for in the ECHR or the case law of the European Court of
Human Rights, simply because it is conducted in a digital
environment., 65 Both of these statements can be used to justify the
proposition that exactly the same factors apply to communication via the
Internet and other forms of communication for legal purposes when it is
common to stress their differences for other purposes. Whereas it is
clearly not justifiable to apply different standards merely because of
differing environments, neither should the qualifications and provisos to
the human rights provisions in the ECHR and other instruments for the
protection of rights and freedoms be overlooked. In particular, Article
10(2) ECHR provides the following as a potential fetter on the right to
freedom of expression set out in Article 10(1):
The exercise of these freedoms since it carries with it duties and
responsibilities, may be subject to such formalities, conditions,
restrictions or penalties as are prescribed by law and are necessary in
a democratic society... for the protection of the reputation or the
rights of others....
If the points of distinction between the traditional and digital media are
62.
63.

See e.g., Council of Europe, supra note 17.
See Committee of Ministers, supra note 5 (Preamble).

64.

Declarationon Freedom, supra note 15.

65.

See Committee of Ministers, supra note 5.
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such that the only way to protect satisfactorily the reputation and rights
of others in the digital environment is by applying a different standard to
that applied to traditional media then that is clearly within the remit of
Article 10(2). The simplicity and symmetry of "what is legal off-line
should be legal on-line" and "what is illegal off-line should remain
illegal on-line" is seductive but essentially naive. It may have value as a
starting point but cannot be justified as a general conclusion without
further analysis. The more intractable problem is to identify the salient
Although as
features that would validate differential treatment.
indicated, the analogies made between Internet communication and other
methods of communication are imperfect, the match is arguably not so
unsatisfactory as to support a finding that different standards should
apply. However, one factor that perhaps deserves to be explored in more
detail is not the qualitative difference as much as the quantitative one.
The Internet is orders of magnitude bigger, faster, more diverse and more
accessible than any other mode of communication. For example,
broadcasting has a limited reach, while the Internet's reach is global; the
telephone network is worldwide but is for one-to-one communication;
and print publication is primarily, although not exclusively, a
jurisdictionally based activity. In contrast, there are far less barriers to

participation in the Internet communication process. In particular,
Internet communication can resemble a conversation in that it can be
real-time and instantaneous and yet it can nevertheless be saved in a
more permanent form if desired. The U.S. Supreme Court has expressed
these differences, stating that, "[t]hrough the use of chat rooms, any
person with a phone line can become a town crier with a voice that
resonates farther than it could from any soapbox. Through the use of
web pages, mail exploders, and newsgroups, the same individual can
become a pamphleteer. '' 66 The High Court of Australia has said simply
that "[i]ntuition suggests that the remarkable features of the internet ...
make it more than simply another medium of communication. It is
indeed a revolutionary leap in the distribution of information, including
[information] about the reputation of individuals., 67 It is debatable as to
whether intuition is sufficient to support a finding that different standards
apply to the Internet, but nevertheless, these two views demonstrate that
the courts have noted that material differences exist.
A further point of distinction could be based in the behavior patterns
of users compared with the users of other media of communication. The
studies outlined above suggest that the behavior patterns of individuals
may be different on the Internet. Is it then still sufficient to say that
66.

Reno v. ACLU, 521 U.S. 844, 870 (1997).

67.

Dow Jones v. Gutnick (2002) 210 C.L.R. 575
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alleged defamatory speech should be judged against the same standards
that have been developed for traditional media? These standards reflect
social norms of the time that have been changed and modified over time.
Therefore, is it not appropriate that they should be further modified to
reflect developing social norms of communication and behavior on the
Internet? As already discussed, the context in which statements are made
is an important factor in determining meaning in defamation cases. But
for Internet publication, context should arguably not be restricted to the
context of the particular comment at issue within the total publication but
should also include a consideration of the mode of publication, whether
chatroom, newsgroup, gripe site or scholarly publication. This would
lead ineluctably to a consideration of the lingua franca on a particular site
and the behavior of the participants. The Council of Europe has already
directed member states that they should "promote self and co-regulation
by private sector actors" as a method of protecting human rights in the
information society "taking full account of the differences between
services delivered by different means and people's expectations of these
services."68 What is the precise expectation of a person who participates
in a newsgroup or a gripe site and how should this expectation affect the
way in which legal standards of acceptable speech and behavior are
applied? Is there, for instance, any scope in cases arising out of flaming,
trolling etc., where there is a significant propensity for provocation, for a
"heat of the moment" defense?
Giving voice to complaints and being free to speak one's mind
about others is certainly an important facet of freedom of expression.
The point at which such remarks evolve from fair comment into
something potentially defamatory has never been easy to define and the
multitude of different modes of communication now provided by global
computer networks has exacerbated the problem even further. This
paper has attempted to demonstrate that there are points of distinction,
which could be taken into account in assessing the standards that should
be applied to potentially defamatory speech on the Internet, but that the
complex nature of Internet communications will inevitably hinder any
attempt to develop workable standards that take these points of
distinction into account.

68.

See Committee of Ministers, supra note 5 (emphasis added).

